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Abstract of the contribution: This paper proposes a solution to address the Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e., Signalling storm) mitigation and prevention
1. Introduction/Discussion
This paper proposes an analysis method based on signals generated by UE (User Equipment), such as accessibility, handover, and paging. Effectively detecting signal storms relies on focusing on the source of signal generation. UEs (Sensing) generate various signals in the 5G core, including initial registration, location reporting, paging, and handover. Therefore, signal storms are inevitable for Massive UEs. By understanding UE's handover trends, paging trends, and CM state patterns (Idle, Active) based on UE information, effective signal storm detection can be achieved. For example, assuming the detection of a signal storm in a specific area, understanding the paging trends of UE in idle state in that area, the trends of UE transferring to that area through handover, and new UE registrations in that area can prevent and mitigate signal storms.
This Key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e., signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:

- Identify scenarios that can result in a signalling storm situation

- Whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.

What NF(s) will be consumer of such analytics and whether and how they can use them. 

-
Whether and how signalling storm can be prevented or mitigated based on the inputs provided by NWDAF.

NOTE 1:
In terms of data access right, privacy and security improvement, cooperation with SA3 is needed.

NOTE 2:
The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
2. Text Proposal
It is proposed to agree the following solution into TR 23.700-84.
*** Start of the change ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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*** Next change (all new text) ***

6.X
Solution #X: New Analytics of UE Signalling Patterns 
6.X.1
Description
This paper proposes an analysis method based on signals generated by UE (User Equipment), such as accessibility, handover, and paging. Effectively detecting signal storms relies on focusing on the source of signal generation. UEs (Sensing) generate various signals in the 5G core, including initial registration, location reporting, paging, and handover. Therefore, signal storms are inevitable for Massive UEs. By understanding UE's handover trends, paging trends, and CM state patterns (Idle, Active) based on UE information, effective signal storm detection can be achieved. For example, assuming the detection of a signal storm in a specific area, understanding the paging trends of UE in idle state in that area, the trends of UE transferring to that area through handover, and new UE registrations in that area can prevent and mitigate signal storms.
Here are specific considerations:
1.    Analysis of UE reachability, UE mobility, NAS, and communication patterns (CM state, RRC state), leading to inferences about handover, paging, and CM state change signaling.
2.    Predicting network performance thresholds based on specific region-based UE communication patterns.

3.    Estimating signal storm likelihood based on UE mobility and communication patterns in specific registered regions.

Rather than analyzing initial registrations, it's crucial to understand the threshold values for receiving initial registrations based on system analysis of specific regions.
Input Data
UE information via AMF, OAM, LMF
UE information 

· Attempt number of Registration Information (e.g., Initial Registration, Location Update etc.)
· RSRP (Reference Signal Received Power)
· RSRQ (Reference Signal Received Quality)
· RSSI (Received Signal Strength Indicator)
· SINR (Signal-to-Interference-plus-Noise Ratio)
· Attempt number of Scan neighbour cells 
· UE location information
· UE Mobility information (UE Velocity, UE trajectory, etc.)
· Attempt number of UE CM state for UE patterns
· Attempt number of RRC state for UE pattern
· MICO mode indication flag
· Packet Forwarding Flag (PFF)
Output

For each UE, group of UEs, Area of interest, specific locations

· UE handover trends

· UE paging trends

· UE CM state change patterns
· UE RRC state change patterns

Example mechanisms to mitigate and prevent the signalling storm
· Adjustment of MM backoff timer for congestion control by AMF
· Determination of UE MICO mode parameters based on the analysis results of the UE considering the network load in the area of interest

· Selection of Mobile reachable Timer value, periodic RAN Notification Area Update timer value
· Area-specific network load threshold (the network load indicator of how many additional such as initial registration requests etc.)
· Mobility-enabled UE candidates capable of generating traffic in the area of interest
6.X.4
Procedures
Figure 6.X.4-1 shows the procedure for Mobility Management Congestion Control Experience Analytics.
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Figure 6.X.4-1: Procedure for Mobility Management Congestion Control Experience Analytics

1.
Consumer AMF requests or subscribes to analytics information for "Mobility Management Congestion Control Experience" from the NWDAF using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service when the AMF wants to take the analytics information into account for the Mobility Management Congestion Control to be applied.


The parameters included in the request are described in clause 6.X.1.

2.
If has not already subscribed, the NWDAF sends subscription requests to all the AMFs serving the UE as indicated by Analytics Filter Information to collect data related to MMCCE. The AMF that made the request in step 1 can be also one of the data providers.

3.
The AMF(s) provide the collected data to the NWDAF.

4.
The NWDAF derives the requested analytics.

5.
The NWDAF provides the analytics for Mobility Management Congestion Control Experience to the consumer AMF, using either Nnwdaf_AnalyticsInfo_Request Response or Nnwdaf_AnalyticsSubscription_Notify.
6.X.5
Impacts on services, entities and interfaces
NWDAF:
- Providing signal statistics, patterns, and predictions, including reachability, handover, paging, and other signals generated by UE, to support signal storm prevention and mitigation.
- Enhanced to support the MM back-off timer allocation (i.e., congestion control) based on the NWDAF analytics
- Enhanced to support the UE reachability timer allocation based on the NWDAF analytics
*** End of change***
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